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Abstract: Facing the requirements of cross-domain reconfiguration of command authority and point-to-point

dynamic reallocation of resources in the process of dynamic command and control, corresponding organization

structure model based on blockchain technology is designed. and on this basis. the authority transfer method

based on the authentication alliance and the consensus threshold, as well as the task execution model based on

task list and equipment list are studied. An emergency response system with blockchain smart contract

mechanism is established and it provides a solution for trusted flow of command authority and point-to-point

access to equipment in dynamic allegations. A prototype system is built with Hyperledger Fabric, and test

results show feasibility and good efficiency of our solutions.

Keywords: blockchain; dynamic command and control; authority transfer; smart contract

0 51 &

) 25 5 1 e — Rl A ) i B K B S I AT 5
ik s 380 1o 2l 285 DG I 3 1 s 5 K PR JE 3 A2 A A R 4% 2 i
MR R IR R BEE B A B S e ey
R W R T A AL WA R R 2R A X 2 B
AT TGN B IR] 223 4 y  A RE A R
TR ZE TP 45U 2 18] ) SR L S BT LT L5 K 0 A ) BT
A A IR A% 2 G A IR ) A U R B0 B S AR DT IR B R
B B 2 B W5 A R R T Tl

IR AL SR E AR R R b TR T W ULAY
C/SHA I 2T ML T 2 Pl WU Uk ] 2 A7 AE
AT B . O AL E AL HRE L A, [FEMHELOE
BHRERZE BB R T K XS BORE {5 815 1L 8 i 2
TN H 5 i AT SO R R WA T R 4 ROR .
© BB RAS B B sk 2 A RAE A AL BUAT MR R 45
558 28 DL BAT 55 AUBRAE 47 Bl i 42 B2 U A S U R AT 182
i R R U 5 2 22 7 b R O BRA _E A 4R T B R A BA R 2L
A R A A N S R B R © RS fE
AN o TR R S O » 6 BA B DR A SE B T S A A A .

Wi BEHEF: 2021 -06-21; fEE HHF:2021-09-01; MLKZMLFEHARAHI:2022-03-03,
0 4% 11 55 H ARt 3k - https: // kns. cnki. net/kems/detail /11, 2422, TN, 20220303, 1816. 026. html

EETB :ERARBAILEE W H (71571186) 9% B PR
* BINIEE.

IR WKL, B, X%, & RTRXRENSSHETEMRL]. RELRSEFHA, 2022, 44(9) . 2817-2825.
Reference format: PAN Y Q, WEI W, LIU Y, et al. Blockchain based method of dynamic command and control[ J]. Systems Engineering

and Electronics, 2022, 44(9) . 2817-2825.



« 2818 -

Ao TRSHETHA

A%

I X6 A% G2 48 P 1 B 2UAE 76 R 2 R X B 4 R
Erpuo Al RN A R S S EE R G s RN A T
5 3 5 R 55 A RR s o B9 O T T BR 18 4 2 B2 BT SR
Zhu % NMHE T X He gk ok R R4S B PR R sk BE Y E S AR
FH I3 Ar 7 HN TS B 224 DL AR 5 I AR A
Raja 45 A7) ok — 4 b i 7 45 224 X gl 7 F 6% 3 19
Bl AR R I L AT B W S 7 1R . SCiEk(6 - 8
RS P R A T IE T T 2R T X BB A 7 10 R A L 4R
BT R T A RE AN 2 A bk (R 4 B S AR Y T i
SCHRLO — 12700 D38 15 19 A B 45 4R T X B e 4 A 4 0 A A
FRECHE DL R B ey A AR R S B R R T
AR 0 2T e T X B B R X BT AR R DA R A A
TR B 1 T 43 B A #E P SR OR P8 5 3 oh SE A% 0 B
KgAK L., TS AT Wi S
X Bk i R 254 35| AEFFE B R G Wi A 15 8 oo ok .
XU T — A v e AR A T A TR AR T X M R
AE T A R R 7 kL 51 AR 38 5 2R 48 R <3l iE A B
IR BEA BRI RS I IR AR B B ) RIS s S etk =
SCHRL14 — 15 ]9 A R AL 2 43 B 25 i 45 2 UMY IX B 4 2 41 8
F LB A 45 0 B S A PR e s AR . X F 4 T 4
A B A A8 SRR BT TR T X Bk 4 0y R ¢ B
B 3 e T R R B A 29 5 R S B A IE 5 AL
FRAFFR, ARAT 45 AT AN X B B 40 4 J2 45 4 58 T i
BT EMS THRAE B E RSB, 2T TR B 5
BRI & SCRRC 16 — 17 10 & 7 T 79 o 48 3 0y =X, R &
X 5 S W R T A B B A AR G T vk . AR TN B 4
NI 24 25 0 T 05 B R G0 4 2 a5 R4 A
B o AT B 80 3 1 1 1) T 4 5 00 4. 9 R 32 N0 A
X e 20y 0 AR R G s 4 A R L A BT 2 IX B e
A I R A 56 FH P R SR S5 s FA 1 DL SR Ak B AR (Bell-
lapadula model, BLP) , S2B0 T 5 3 B4 1545 B R 5 F oAU R4S
U H SRS — 19 ] 32 TR 1 X 4 N BLBR DL K £ B 6 U
B 5 R 1) 5 ) T R B R PR Bl A R R O R A
R f D T € . Wrona 25 A0 FI X BB 3 AR O 45 2 15 %
BT 5 H I TR R 454 . S2 0 T B 3A% A 1 ]
TR s L, SCHRL 2T 3 F X e i 4 T 6 A AL P 1E
ARG, LB T G AMLEE S5 B R A 3L B {H Sk 20 - 21 F
BTN B ZA RIS T 0 FA AT =T
WS S e R 48 O 3. L5 B R0, H R IX e B AR N
TG 4 40008, N S SR T A T IR 5 1) LA
KRR A3 4 A J7 1 847 el it (5 X F B08s BB i 48 B
¥ S P T R X [ A RN w8 P 5E Y B T T
SR BRI RR 5 BB SR R A B R T R

BRI ) A, AR SO T — b 2k T X B G 3 A 4
Y7 % AT 55 B0 m] LR R 1T 45 7 R ol 2 35 48 P A 06
Z LB R TE AR 22 B IR R L . AR SO E B N
RETHRIT :© B TAHARW K. 2R AL R
MR EAE A R . @ Wi TARURE R ALH . 5B
7O s AR A A T ik 1) 6 T A UE R ) O kA

® FF X 45 AT B EAT BT, SE B T M R 55 S0 AT
A5 3 1) 24 T SR 0 A SUERAT IR RE 4 29 B AR
A, @ BeE T AR N A B A By iR ST o Al B S
B ) LMk o) A K e A . R SCHE Hyperledger Fabric
HEZR R IT 4 7 MARE B 25 R UE W T 7 R H & T A5tk S
BAF WIS TTR0R

1 HARNGER

16 P AL 22 B R AT 55 SR 20 A 4 s S R M B o6 R R
MIEAATSIME S . 25 EH E PR B A SR = =
T Alberts JA Ay 45 45 41 21 Hp 35 B0 A 355 e 5% S AR L 0 52 1
PHAT SE AR B A1 T 30 L 263X 3 b s i AT . AR SO
DEEE A b LS P R B R BB 0 o E AR 4G Sh SR Fad R Y
3RSHW L BT .

(1) #5457 f (node_emd) : K AAT 45, F k54 & 8
6 PR 6 At 1 A5 S 9 o A0 206 2 4 s 41 Ui P o
il s

(2) {5 B35 & (node_info) : &1 X 1E M AT 5. AT/ 154 I
R A BN S TP S F b2 RN SR FI

(3) %4715 15 (node_equip) : AT 1F i A 55 1) 26 45 %% UK
GRML RS e 15 P 4 ST &5 90 i 3k s

X3 N A B AT A B — A R AR R AL R .
A-YLGU G P, 3 2K SR AN 1 TR AR T R L

e
Wk
Eiy dsis i #4

SR G AL SR SR SN

Fig. 1 Interaction pattern of entities within the command and

control organizational unit
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Fig. 7 Structure of command and control affairs blockchain
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Table 3 Configuration information of the test environment
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Intel(R) Core(TM)

CPU
i7-7700HQ 2. 80 GHz
A7 (RAM) 8 GB
Ubuntu 20. 04
g0 1.15.6
fabric 2.3
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docker-compose 1.25.0
caliper 0.4.2
node 10.19.0
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Table 5 Comparative analysis of performance
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Table 4 Symbolic representation
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task execution efficiency
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